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Computer Policy

1. .....HS has obligations under the Privacy Act to ensure that all records are private and confidential. 

2. .....HS computer systems are set up and maintained to protect the privacy, security, quality and integrity of the data held electronically.

3. Backups of ....HS data is an essential part of maintaining administrative and clinical records.

4. Staff are orientated to and properly trained in the software before being given access.

5. A computer asset register which includes hardware, software and licence keys is maintained.

6. Original software media, manuals, paperwork including maintenance contracts, warranties and invoices are stored securely.

7. .....HS reserves the right to check staff computer system history as a precaution to fraud, workplace harassment or breaches of confidence by employees.  

8. Inappropriate use of the Computer Systems or breaches of Computer Security will be fully investigated and may be grounds for dismissal.

Access

9. All currently employed ....HS staff have access to the systems and information required for their role in the service.  

10. Restricting access reduces the opportunity for accidents and errors. 

i.  All staff have their own login name and passwords, and are responsible for changing them three monthly and keeping them secret. 

ii. Passwords and wireless router IDs are not to be given out to anyone.

iii. Access is only for current employees.

iv. Only.....HS equipment such as laptops, handhelds can access the system.

v. Software installation is performed by systems administrator only.

Privacy

11. Monitors are not to be in public view.

12. Screen savers are enabled after a specified period of inactivity.

13. Security

i. Passwords as above.

ii. Backups are undertaken by ........

iii. Backups are stored securely and tested

iv. Antivirus software is installed and upgraded manually/ automatically

v. All computers that have an internet connection have firewalls installed and updated.

vi. All computers have malware/spyware software installed and updated

vii. Patient information that is transmitted is encrypted.

viii. Staff log out of systems when away from PC’s.

ix. The server is not used as a workstation.

x. Buildings are locked when not in use to reduce risk of theft.

14. Secure Electronic Communication

i. Electronic transfer of patient information over a public network can be intercepted or inadvertently sent to an incorrect address.

ii. Encryption is used for the electronic transfer of confidential information. Encryption means that data is electronically ‘scrambled’ so that it cannot be read unless the information is unencrypted.

iii. .....HS uses .....(ARGUS)...............................to ensure a secure format.  

Portable Equipment

15. All equipment including laptops and handhelds are labelled and kept in a secure place when not in use. 

Maintenance

16. The following routine maintenance procedures performed regularly help keep .....HS computers and other equipment running smoothly: 

i. Batteries charged.

ii. Backups.

iii. Upgrading software.

iv. Deleting temporary files.

v. Virus checking.

vi. ‘Defragging’ the hard disk.

vii. Cleaning around the back of computers and other equipment so that dust, etc. does not accumulate near the fans and power supplies.

viii. Applying operating system updates (automatic is best).

ix. Maintenance is the responsibility of:

x. Frequency: 

Backups

17. All data files are backed-up.......... and stored............. 

18. The operating system/programs can be restored from original CDs.

19. Data is backed up to: .... (Hard drive, USB, SD, Zip, Tape, another PC or server, remote).

20. The backup data size is reviewed
21. Back ups are kept offsite at .............

Disaster Recovery

22. Disasters can be due to a number of causes including human error, hardware failure, software glitches and interruptions to the power supply.

23. In the event of a storm turn off all equipment.

Equipment Failure

24. In the event of computer failure assess the computer problem by:

i. Noting and writing down any error messages.

ii. Thinking about and noting anything that may have changed since it last worked correctly.

iii. Checking that all power and network connections are plugged in.

iv. Use spare equipment eg laptop, keyboard.

25. If no problem perceived get technical assistance.  

Contact............................................................Phone: 

26. Interim Clinic Records

i. Document patient notes on paper and enter into the electronic file later.

ii. Medicare receipts need to be documented manually eg cards swiped and entered into the electronic file later.

iii. Data can/may be restored from most recent back up.

27. Operating and application software may have to be re-installed.

This will be done by....................

Power Failure 

28. Document patient notes as above.

29. Surge protectors may help prevent data loss in the event of a sudden power break. 

30. An Uninterruptible Power Supply (UPS) is a device that contains batteries to enable computers to shut down smoothly when the main electricity supply suddenly cuts out.  It can be installed on the main server. This prevents the loss of data in use at the time as well as with power surges which can cause hardware damage. They will not, however generate sufficient power during a prolonged blackout. It will enable an opportunity to shut equipment down. 

Fire /Theft

31. Replace damaged stolen equipment.

32. Once equipment is functional assess the reason for the problem and make any adjustments that may prevent and /or assist to rectify such problems.  

The disaster recovery process should be reviewed 3 monthly.

IT Coordination and Tasks

33. The.........is responsible for ensuring:

i. Computers and  server are adequately maintained

· routine back-up

· virus definitions are updated

· firewalls are in working order

· hard disks defragmentation 

ii. Screensavers are in place.

iii. Staff maintain password security and change three monthly.

iv. There are test runs and revision of disaster recovery procedures three monthly.

v. Proper installation of software. 

vi. Technical advice is sought if computers malfunction.

vii. Liaise with systems administrator.

viii. An IT assets register (hardware, software, manuals and technical support) is maintained.

ix. Staff are trained in the use of and receive updated information re computer issues including encryption.

x. Equipment is upgraded regularly.
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