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(Insert Health Service Name Here)

Internet and Email Acceptable Usage Policy
1. Email & Internet Use

· In order to ensure that ....HS computer systems are used in an effective and productive way, it is important that the users of these systems have a clear understanding of acceptable standards of use. 

· The rapid growth of Internet technologies makes available a plethora of information that can be considered as either acceptable or unacceptable for business use.

· The Internet and Email Acceptable Usage Policy has been formulated so that staff have a clear understanding of what constitutes acceptable behaviour, and acceptable and unacceptable conditions of use.

2. Staff must:

· keep their user identification (user ids) and passwords secure. 

· not reveal to others or allow others to use their user ids or passwords.

3. Staff must not:

· use the Internet and Email in a way that could defame, harass, abuse or offend other Internet and Email users, individuals or organisations.

· disrupt or interfere with the use of the Internet or Email services, such as altering the software components of a computer, or by harming or destroying data or hardware on a computer.  
· Staff may use email and the internet for personal reasons but must use good judgement and integrity to do so. It must not interfere with work duties and must not include that as prohibited and outlined below.  

4. Email

· It is not possible to guarantee that email communications will be private. 

· All personal health information or sensitive information sent by email must be securely encrypted. 

· When an email message is sent or received in the course of a person's duties, that message is a business communication and therefore constitutes an official record.  

· Electronic communications can, depending on the technology, be forwarded, intercepted, printed and stored by others.  E-mails are hard to destroy as most electronic documents are backed up and recoverable.

· Improper use of e-mail may pose a threat to system security, the privacy of staff and others and the legal liability of the organisation. 

· Staff have full accountability for emails sent in their name or held in their mailbox, and are expected to utilise this communication tool in an acceptable manner.  

· This means

i. Only using official ....HS electronic signature on ....HS business documents.

ii. Refraining from responding to unsolicited or unwanted emails.  

iii. Deleting hoaxes or chain emails.

iv. Not opening email attachments from unknown senders. 

v. Deleting above attachments immediately, then "double delete" them by emptying the Recycle Bin.

vi. Delete spam, chain, and other junk email without forwarding.

vii. Virus checking of all email attachments.

viii. Maintaining appropriate language within e-communications.

ix. Ensuring any personal opinions are clearly indicated as such.

x. Confidential information (eg patient information) must be encrypted.

xi.  Limiting the exchange of personal emails.

· .....HS reserves the right to check individual email as a precaution to fraud, viruses, workplace harassment or breaches of confidence by employees. 
· ...HS allows the  

Accessing the Internet

5. The internet can be accessed by all ....HS staff, however, excessive use of and work time spent on the internet is not acceptable.

6. Accessed information must be consistent with the business objectives of ...HS, although the usage of the Internet for incidental personal purposes, though not encouraged, will be tolerated provided it is kept to a minimum and does not adversely affect the performance and cost of the ....HS connection. Use for accessing chat rooms, pornography, and gambling is prohibited.

7. Secure practices must be adopted and maintained when accessing and using the internet.

8. Staff have full accountability for internet sites accessed on ....HS computers, and are expected to utilise this tool in an acceptable manner. This includes (but is not limited to):

i. Accessing ONLY reputable sites and subject matter.  

ii. Not downloading any unnecessary or suspect information.

iii. Being aware of any potential security risks - i.e. access / viruses.

iv. Not disclosing any confidential information via the Internet without prior permission from the administrator - i.e. Credit Card number.

v. Observing copyright restrictions relating to material accessed/downloaded.
9. Staff do not use social networking sites e.g Facebook, Twitter to discuss health service matters. 
10. Staff must not access

i. Gambling sites.

ii. Any site containing pornographic material.

iii. Chat rooms.
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