Draft Pro forma

For Development Of Your Health Service’s Own Policy

(Insert Health Service Name Here)

Third Party Access to Personal Clinical Files 
1. .........HS owns the records which include personally identifiable health information and systems used to store and use such records. 

2. .........HS is legally obliged under the Privacy Amendment (Private Sector) Act 2000 which offers privacy protection to individuals and, at the same time, balances this with the legitimate need for health service providers to share information in order to facilitate the provision of quality health care. 

3. All information from which a client may reasonably be identified must be collected, accessed and disclosed to a 3rd party in accordance with National Privacy Principle 2 (NPP 2)  Use and Disclosure. 
4. Information collected before 21 December 2001, is not mandatory if the request does not relate to the treatment of a current injury or illness.

Denial 

Request to access a clinical file may be withheld under privacy legislation NPP6 for the following reasons:

· Where access would pose a serious threat to the life or health of any individual.
· Where the privacy of others may be affected.   

· If a request is frivolous or vexatious.
· If information relates to existing or anticipated legal proceedings.
· If access would prejudice negotiations with the individual.
· If access would be unlawful.
· Where denying access is required or authorised by law.
If information is withheld, the individual must be given reasons for the denial of access (provision under NPP6). 

Other scenarios where clients may wish to have a copy of their file should also be accommodated. For example, clients may be moving or another community/ health service provider and wish their new health service to access their clinical data. Legally the clinical file is the property of the health service, and the health service must retain possession. However a photocopy of the file can be given to the client or sent to the new health service, depending on the wishes and consent of the client. It is often useful to send a clinical summary to the new health service provider.

If there has been an incident of medico-legal significance, get legal advice regarding providing a 3rd party access to a personal clinical file. 

Requests should be in writing and all correspondence documented in the client file.

Tips

· always check identity of person requesting access

· always check if client’s consent is required

· if any doubt about legality get legal advice from a lawyer of medical defence organisation 

Client Consent

· Consent for clients is not required when:

i. another remote health service requires client medication information

ii. the information has been de-identified i.e. the client’s identity cannot be reasonably ascertained from the information

iii. in limited circumstances, where there is a serious and imminent threat to an individual’s life, health or safety; or a serious threat to public health or safety to be given by most senior clinical staff member

iv. where there is a law that requires disclosure of the information e.g. mandatory reporting of child abuse or the notification of diagnoses of certain communicable diseases

v. to a law enforcement body, where there is a reasonable belief that provision of this information is in the public safety

vi. to a responsible person, if the client is not capable of giving consent. In the case of children, it will be a matter for the practitioner to exercise his/her judgement as to whether the child is capable of giving consent.

· Requests may be from:

i. Guardian or Other

· Under NPP 2 Use & Disclosure, a 'person responsible' for the patient (including a partner, family member, care, guardian or close friend), who is 18 years old, if that patient is incapable of giving or communicating consent, may apply for and be given access for appropriate care and treatment or for compassionate reasons. 

· Procedure is as for client access but verify identity of the person making request and check that s/he is able to have access. This will entail making enquiries with relevant agencies about any restrictions on access rights, that is there are no Family Court custody or other legal actions pending, or other prohibitions to access.

ii. Family Member for Deceased File

· Files relating to deceased clients are not issued to family members. .........HS will discuss any issues relating to the client’s death with family where the family requests this information. 

iii. External Agency

Procedure

a. All requests for clients’ records/files are passed to the Medical Officer.

b. Recognise that under Privacy legislation a 3rd party may  have a right of access to information about a client that ..........HS holds

c. Assess who wants the file and for what reason.

d. Acknowledge request.
e. Check/obtain client consent.
f. Check if a medical or other report will suffice. If so ask for a letter requesting the exact information that is wanted.

g. Once clarified send information – if paper file do not send original. Third party reports such as specialist letters should not be copied without their permission.

h. If access is denied explain reasons.

i. All correspondence relating to the information request should be placed on the client file.

Response Times 

· All above requests should be acknowledged in writing within 14 days from the date of receiving the request. Where the request is detailed and requires the production of a report, the response time to provide the information should not exceed 30 days.

iv. Police Request

a. Telephone or personal requests for information about clients from Police officers are to be directed to Medical officer 

b.  Check client consent 

c.  Decline if no consent unless:

· client has an immediate life threatening injury or condition and needs hospitalisation and/or medication

· client is missing and police are trying to find them

· the client patient with a specific injury has committed a serious offence (eg murder, rape, assault causing grievous harm) and it is in the public interest to help police in their inquiries to locate this person
d. All correspondence relating to the information request should be placed on the client file.

v. Subpoena or Search Warrant

a. If the request is a subpoena from a court or Search Warrant from Police, ....HS is legally obligated to send the original file - NPP 2.7 Use or disclosure required or authorised by law. This does not require the consent of the client.

b. Before the file is sent:

· all requests for clients’ records/files are passed to the Medical Officer

· recognise that under Privacy legislation a 3rd party may  have a right of access to information about a client that ....HS holds

· verify that the subpoena is valid

· clarify the reason for the subpoena and determine if there are any potential legal implications

· acknowledge request
· photocopy the health summary, the medication chart, the last few pages of progress notes and any other relevant information such as reports, letters and results that are necessary for ongoing management of the client

· organise to have these put into a duplicate file made up to be used until the original file returns

· notify the administrator if it is considered that there may be potential public relations/legal implications for .........HS

· send in a secure manner to safe guard confidentiality

· fees can be charged to cover such costs

· All correspondence relating to the information request should be placed on the client file.
Response Time 

· Requests for subpoenas must be responded to in the time set down by the Court.

Legislation 

Commonwealth Privacy Amendment (Private Sector) Act 2000
NPP#2 Use and Disclosure: http://www.privacy.gov.au/publications/hg_01.html#b2
Reviewed November 2011
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