Draft Pro forma

For Development Of Your Health Service’s Own Policy

(Insert Health Service Name Here)

Communications 
1. ....HS communications system aims to meet the needs of clients and staff.

2. The privacy and confidentiality needs of ....HS clients and business needs have been considered when locating our telephones and facilities for electronic communication. The system is monitored, reviewed and appropriate changes implemented. 

3. ....HS reserves the right to check electronic messaging email as a precaution to fraud, viruses, workplace harassment or breaches of confidence by employees.  

4. Communications include:

· Telephones

· Mobiles

· Satellite

· Mail

· Incoming

· Outgoing

· Radio

· Faxes

· Email

Telephones

....HS has a _ _ _ _ _ _ _ (Specify type) telephone system. 

Main phone numbers

	
	Clinic
	Administration
	Fax
	Mobile
	Satellite

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


5. All new staff will be shown how to use the phones soon after arriving as part of their orientation.

6. Telephones are only to be used for health service business and by ....HS staff. Staff must pay for any private phone calls they make.

7. Staff need to be mindful of confidentiality and respect the client’s right to privacy. 

8. Client names are not openly stated over the telephone within earshot of other clients or visitors.  

9. Non medical staff do not give treatment or advice over the telephone.  

10. Results of tests are not given out, unless cleared with the doctor and the identity of the client is clear. 

11. A phone answering message is maintained. 
Messages

12. Anyone taking a phone messages should ask the caller for

· their name. 

· where they are from. 

· the message. 

· their phone number (even if the caller says  the person has it), and 

· the date and time of the call.

13. If the message is about a clinical issue and urgent, it is the responsibility of the person taking the message to make sure the message gets to a doctor/senior clinic worker as soon as possible.

14. Messages are placed .......
15. Staff should all check the area regularly to see if they have messages.

16. Message bank pin number ......
17. Outgoing calls

· To make local calls, staff need to dial ... before the number.

· Calls to places within Northern/Central Australia can be made from all clinic phones.

18. After Hours

· At the end of the day/session if a weekend, turn on the answer machine to take calls and switch telephone service to ..........

· Update telephone messages as needed.

· Check the message to ensure it is clear and easily understood.

19. Radios

Any staff member may use radios to communicate with other workers or health providers. All conversations over the radio are in the public arena and can be heard by many people. Unless it is an emergency do not talk about client information or identify names of clients when talking on the radio. Consider alternative ways of referring to patients eg skin name. If staff unsure about any details, they should telephone the clinic rather than using the radio.

Location of Radios

	
	Reception
	Clinic
	Vehicles
	Offices

	
	
	
	
	

	
	
	
	
	


20. Mail

Mail Timetables

	
	Incoming Arrival Days & Collection
	Outgoing Days & Drop off

	
	
	

	
	
	


21. Outgoing Mail

· Any client information should be sent in a clearly addressed envelope and marked “Confidential” to maintain confidentiality. 

· Mail for delivery to the ...Hospital should be placed in _ _ _ _ _ _ _ _ _ _ (specify location).

· Outgoing mail requiring a postage stamp, should be placed in _ _ _ _ _ _ _ _ _ _ (specify location). Details should be recorded in the ‘Mail Out’ book.

· The _ _ _ _ _ _ _ _ _ _ (specify who) is responsible for dropping off and picking up mail from _ _ _ _ _ _ _ _ _ _ .

22. Incoming Mail 

· Mail is located......
23. Use of ....HS Letterhead
· ....HS letterhead is not to be used except for correspondence on behalf of ....HS. 

· Clinical staff may use the letterhead to refer clients to other providers and organisations. 

· No staff are to use the letterhead for any other purpose without explicit permission from the .....HB directly, or via the administrator, or without submitting a copy of the correspondence to the .....HB for approval.

24. Faxes 

· Staff should try to make sure that sending a fax is not going to result in a breach of a client’s confidentiality. If there is doubt about where the information is going or if the information is sensitive, it can be sent by fax without identifying details and these can be communicated by phone.

· All staff sending faxes containing confidential information must ensure:

i. that the information is being sent to a secure and confidential fax machine, or that the person receiving the fax knows that it is coming so that they can pick it up straight away
ii. the number is checked prior to sending
iii. all faxes about work business sent by staff should have a cover sheet completed 

iv. “confidential” is inserted on the fax coversheet if confidential medical information is attached.
· Any staff member seeing an incoming fax should take the fax and deliver it the person to whom it is addressed.

Fax Locations & Numbers 

	
	Clinic number
	Office number

	
	
	

	
	
	


25. Email

Emails are at risk of being intercepted. Patient information may only be sent via email if it is securely encrypted according to industry and best practice standards.  See policy Email and Internet Use.

26. Use of the Mass Media

· No ....HS employee is to give information to the media (radio, newspaper, television or other) on any matter relating to the health service except with the explicit permission and direction of the ....HB. Requests from the media should be directed to the administrator, who will refer it to the ....HB.

· The production of any film, video, audio, print or other media material relating to the ....HS or its activities must have the health board’s written approval.

27. Communications - Email & Internet Use
· In order to ensure that ....HS computer systems are used in an effective and productive way, it is important that the users of these systems have a clear understanding of acceptable standards of use. 

· The rapid growth of Internet technologies makes available a plethora of information that can be considered as either acceptable or unacceptable for business use.

· The Internet and Email Acceptable Usage Policy has been formulated so that staff have a clear understanding of what constitutes acceptable behaviour, and acceptable and unacceptable conditions of use.

28. Staff must:

· keep their user identification (user ids) and passwords secure. 

· not reveal to others or allow others to use their user ids or passwords.

29. Staff must not:

· use the internet and email in a way that could defame, harass, abuse or offend other internet and email users, individuals or organisations
· disrupt or interfere with the use of the internet or email services, such as altering the software components of a computer, or by harming or destroying data or hardware on a computer   

30. Email

· It is not possible to guarantee that email communications will be private. 

· All personal health information or sensitive information sent by email must be securely encrypted. 

· When an email message is sent or received in the course of a person's duties, that message is a business communication and therefore constitutes an official record.  

· Electronic communications can, depending on the technology, be forwarded, intercepted, printed and stored by others.  E-mails are hard to destroy as most electronic documents are backed up and recoverable.

· Improper use of e-mail may pose a threat to system security, the privacy of staff and others and the legal liability of the organisation. 

· Staff have full accountability for emails sent in their name or held in their mailbox, and are expected to utilise this communication tool in an acceptable manner.  

· This means

i. Only using official ....HS electronic signature on ....HS business documents.

ii. Refraining from responding to unsolicited or unwanted emails.  

iii. Deleting hoaxes or chain emails.

iv. Not opening email attachments from unknown senders. 

v. Deleting above attachments immediately, then "double delete" them by emptying the Recycle Bin.

vi. Delete spam, chain, and other junk email without forwarding.

vii. Virus checking of all email attachments.

viii. Maintaining appropriate language within e-communications.

ix. Ensuring any personal opinions are clearly indicated as such.

x. Confidential information (eg patient information) must be encrypted.

xi.  Limiting the exchange of personal emails.

· ....HS reserves the right to check individual email as a precaution to fraud, viruses, workplace harassment or breaches of confidence by employees.  

Patient Information

31. The Argus based SEMS has now been installed in over 130 organisations across the NT. This includes the majority of general practices, all of the public hospitals, remote and rural health centres using PCIS and Communicare, and a large number of allied health organisations.

32. Users of the service are successfully sending fully encrypted electronic messages including; hospital discharge summaries, hospital notification messages, referrals, specialist letters, pathology results and a number of other types of messages. 

http://www.ehealthnt.nt.gov.au/Secure_Electronic_Messaging/index.aspx
Accessing the Internet

33. The internet can be accessed by all ....HS staff, however, excessive use of and work time spent on the internet is not acceptable.

34. Accessed information must be consistent with the business objectives of ....HS, although the usage of the internet for incidental personal purposes, though not encouraged, will be tolerated provided it is kept to a minimum and does not adversely affect the performance and cost of the ....HS connection. Use for accessing chat rooms, pornography, and gambling is prohibited.

35. Secure practices must be adopted and maintained when accessing and using the internet.

36. Staff have full accountability for internet sites accessed on ....HS computers, and are expected to utilise this tool in an acceptable manner. This includes (but is not limited to):

i. Accessing ONLY reputable sites and subject matter.  

ii. Not downloading any unnecessary or suspect information.

iii. Being aware of any potential security risks - i.e. access / viruses.

iv. Not disclosing any confidential information via the Internet without prior permission from the administrator - i.e. Credit Card number.

v. Observing copyright restrictions relating to material accessed/downloaded.

37. Staff must not access

i. Gambling sites.

ii. Any site containing pornographic material.

iii. Chat rooms.

38. Electronic Communication With Patients

i. When a ....HS staff member determines that a face to face consultation is not necessary s/he can provide information by the following means of electronic communication: telephone, email, fax and/or SMS. This communication is consistent with ....HS confidentiality policy.

ii. Information should not be given to friends or relatives unless the patient has given prior written consent for this to happen – this should be recorded in the patient’s file.

iii. All information must also be recorded into patient notes.

iv. Telephone: Information should only be given over the phone if staff using the phone can be absolutely sure the person is the patient. 
v. Faxes 

· Staff sending faxes containing confidential information must ensure:

a) that the information is being sent to a secure and confidential fax machine, or that the person receiving the fax knows that it is coming so that they can pick it up straight away. 
b) the number is checked prior to sending.

c) All faxes should have a cover sheet completed. 

d) “confidential” is inserted on the fax coversheet where medical information is attached.
vi. Email

· Emails are at risk of being intercepted or being sent to a wrong address. It is also not possible to guarantee that electronic communications will be private.
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